COVID 19

#quedateencasa
Braycom te ayuda

Braycom

El COVID-19 nos obliga a tomar accion y cada uno desde su lugar hacer un
aporte a la comunidad para que, entre todos, podamos vencerlo.

Es asi que, desde la tecnologia, podemos ofrecer nuestro aporte. Junto con

s [ las marcas que representamos, estamos ayudando a nuestros clientes a poder

Quarantine

llevar adelante la mejor vacuna que hoy tenemos que es “quedarse en casa”.
Ponemos a disposicién de nuestros clientes una serie de herramientas que facilitan
el Teletrabajo.

Braycom esta trabajando 100% remoto, podemos ayudarte a vos también.

https://www.braycom.com/covid19

éComo implemento rapidamente Umbrella?

Completar el formulario en nuestra Web (https://www.braycom.com/covid19-umbrella)

Llenar la forma en https://signup.umbrella.com/, y recibiras un correo como este:

L°a Your Cisco Umbrella Account Is Almost Ready! B= » = =
=" De UmbrellaFree Trial L* Fecha Hoy15:51

Wses Cisco Umbrella

Almost there...

Thanks for signing up 1o Iry Cisco Umbrella
Activate your aecount now 1:

Protect your network and roaming users
Extend protection 1o any device on your network and configure off-network
security lor roaming users.

Create security policies

Selup and manage policies using pre-defined securlty and content
categories

Gain visibility across your organization

See inlarnet activity across all kocations, devices, and users.
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ACTIVATE YOUR ACCOUNT

DATACORE
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https://www.braycom.com/covid19
https://www.braycom.com/covid19-umbrella
https://signup.umbrella.com/

° Hacer click en “ACTIVATE YOUR ACCOUNT”, y elegir una password

dsts’ Cisco Umbrella

To begin your free trial, please create a password. The
password must contain at least: one number, one
lowercase letter, one capltal letter, and one special

character (such as !, @, #), not contain part of your
username, and be at least 8 characters long.

Create password

Confirm password

© Cisco Umbrella 2020 Privacy Policy ~ Sitemap  Terms of Service

° Loguearse con el Email y Password usados para la registracion: https://login.umbrella.com/

alraln
cisco

Cisco Umbrella

Email or Username

(21 ™~

Password
]

Forgot password? | Single sign on

2
‘.

Sign Up for a Free Trial
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° Al ingresar, aparecera una ventana como la siguiente. Hacer click en “Skip Step”

Cisco Umbralia Setup
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Protect Your Network
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https://login.umbrella.com/

La siguiente pantalla ofrecera la posibilidad de descargar los instaladores para clientes mdviles (Roaming
Clients). Descargamos el cliente para Windows y/o Mac. Los clientes al instalarse ya vienen preconfigurados
con los datos de la cuenta de Umbrella.

Para informacion avanzada sobre los clientes: https://docs.umbrella.com/deployment-umbrella/docs/1-introduction-1

# dashboard.umbrella.com

Cisco Umbrella Setup

Add Roaming Computers

Protect Roaming Computers

You can protect laptops and desktops, on and off the network, Our
lightweight clients extend protection to the endpoints in your
environment.

Cisco Umbreila roaming client

n Download Windows Client
n Dowrioad Mac 05 X Giert

For more advanced setup Instructions, read our Roaming Client Setup
Guide

O, if you are an AnyConnect customer...

If you use AnyCannect, we recommend the integrated Umbrella
roaming security module over the standalone Umbrella roaming
client

Find the Instructions on our AnyConnect Clen

Luego hacer click en “Next” y termina el Wizard

Cisco Umbrella Setup

Setup Complete

Congratulations!

‘You have set up your first Network. Don't
forget you can also protect your roaming
‘computers by downloading and installing
the Umbrella roaming client.

PREVIOUS | START USING CISCO UMBRELLA

Si se desea acceder luego a la descarga de los clientes, se puede hacer desde
Deployments\Core Identities\Roaming Clients
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https://docs.umbrella.com/deployment-umbrella/docs/1-introduction-1

Umbrella

Management

integrations

@ Meartin Marino

umbrella-support

]
CIsco

[= R Roamw'ng Computers e

Core Identites

‘Roaming Computars are those that ara protectsd by either the Umbreila Roaming Gllent, or the Umbralia module for This area of the
you the ability to deploy and manage your Roaming Computers. To deplay either sgent type, click the ~Dawnload” button in the upper-right. Once installed, use the search to find
‘computers and check the status of your cllants. Each Roaming Gomputar can be expanded for mars detall about Its state and tags <an be 30Ged 1 Group COMPUTeTs Together,

Arriba a la derecha hacer click en “Roaming Client”

NOTA: Existen dos versiones de cliente para equipos. La tradicional se llama Umbrella Roaming Client, y la
otra opcion es un modulo para el cliente Cisco Anyconnect. Ambas son vdlidas, pero a los fines de simplicidad
recomendamos utilizar el tradicional.

Fin de la configuracion. El sistema trae una politica por defecto que bloquea Malware, Phishing y Comand
and Control

Free Triak You have 1

Puolicies

aluln N
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vmware

Policies dictate the security protection, category settings, and individual destination lists you can apply to some or all of your identities. Policies also control log level
block pages are displayed. Policies are enforced in a descending order, so your top policy will be applied before the second if they share the same identity. To chang
of your policies, simply drag and drop the policy in the order you'd like. More policy Info can be found In this article.

Sorted by Order of Enforcement

fault Pol et e
Dadauk Polcy All identities 3 Policy Settings ~ Mar 25, 2020

Security Settings

Ensure identities using this policy are protected by selecting or creating a security setting. Click Edit Setting to make changes to any existing
settings, or select Add New Setting from the dropdown menu

Select Setting

Default Settings

Categories To Block EDIT

Malware
LY
Websites and other servers that host malicious software, drive-by downloads/exploits, mobile threats and more.

{p Newly Seen Domains.
Domains that have become active very recently. These are often used in new attacks.

p Cemmand and Conrol Callbacks
Prevent compromised devices from communicating with attackers' infrastructure.

Phishing Attacks
Fraugiulent websites that aim 1o trick users into handing over personal or financial information

¢Dudas o Consultas?

Escribinos a covid19@braycom.com
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